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Security apathy and ignorance are the biggest threats
to computer systems. Increasingly hackers exploit
people's ignorance, to steal confidential data and
personal information through techniques such as social
engineering, phishing, email malwares etc. Based on
the study of the IT Policy Compliance Group, human
error or ignorance is responsible for almost 76% of all
data loss. Information security awareness training is a
must to support your existing security measures.
Several of the information security standards and
regulations also mandate that companies implement
security awareness as part of their information security
programs.

Today majority of organizations have setup or initiating
some form of user security awareness. While this is a
good step forward, several of these programs remain
ineffective in improving security culture. With the basic
training some organizations provide, many users just

The human element go through the motions to complete the course or
. . review.
is one of the biggest
risks facing data Agood awareness and training initiative should-
protection today_ < Be an ongoing sustained process, not just an annual
event

< Cover everyone in organization for general training and
also provide role based specific training
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Be engaging in the content and method of delivery
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Be tailored and relevant to your business needs

2 Be easy for users to access and learn on their own pace
anytime and anywhere
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Along with training program, end users need to
be tested to see if they have successfully
understood the information that was taught.
This testing system is vital if an organization is
serious about security awareness training.
The management also needs to be presented
with measurable metrics on training
effectiveness.
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How Cognite Helps

Cognite is an information security focused
e-learning application which offers
comprehensive security awareness
courses and tests. It helps organizations to
conduct and manage security courses for
large number of employees spread across
multiple geographies. Its extensive reporting
feature helps the management to track the
security awareness effectiveness.

Cognite helps organizations to quickly roll out
sustainable security awareness programs
through a highly intuitive, scenario based and
easy to understand course.
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Features

Cognite provides a simple yet rich set of
features that make it easy to use for users
with varying computer knowledge:
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Cognite offers specialized and focused
training courses on a wide variety of
Information Security topics.

Awide range of customizable courseware.
Administrators can assign specific course
toindividual or group of users.

Learning module with detailed briefing,
real life examples, best practices, and
case studies. Wide range of content types:
Html, flash, video, audio.

Extensive test module helps to measure
user awareness levels and course
effectiveness

Continuous updates and improvements to
the course content and test questionnaire.

Comprehensive Dashboard & Reports for
CIO/CISO to track course progress,

< Courses and tests taken with scores
2 Learning and awareness trends

2 Current awareness levels across the
organization
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Workflow

Cognite's simple work flow helps to easily
configure and administer the courses and track
the course effectiveness. The tool provides
login for individual users to take the courses
and subsequent tests.
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INDIA

Bangalore

Shilpa Vidya, 49 1st Main
3rd Phase, JP Nagar
Bangalore- 560078
Phone : +91-80-42543444
Fax : +91-80-41208929

Mumbai

606, A Wing, 6th Floor
Technocity, Mahapae,
Navi Mumbai- 400 710
Phone : +91-22 -41615151
Fax : +91 -22 - 41615161

LONDON, UK

CityPoint, 1 Ropemaker Street
London EC2Y 9HT

Phone : +44 (0)845 2270 777
Fax : +44 (0)845 2805 333

MIDDLE EAST

Sharjah

Executive Suite, Saif Zone
PO Box 120398, Sharjah
Phone : +971-50-8344863

MALAYSIA

F313, Phileo Damansara
46350 Petaling Jaya, Malaysia
Phone : +60-3-7960-4275

Fax : +60-3-7960-4273

USA

Virginia

12801 Worldgate Drive

Suite 500 Herndon,VA 20170, USA
Phone : +1-703-871-3934

Fax : +1-703-871-3936

Irvine, California

7545 Irvine Center Drive, Suite 200
Irvine, CA 92618, USA

Phone: +1-949-421-7294

Fax: +1-703-871-3936

www.paladion.net ¢ sales@paladion.net



